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SCOPE

THE DATA PROTECTION ACT 2018 OUTLINES THE REQUIREMENT FOR AN
APPROPRIATE POLICY DOCUMENT TO BE IN PLACE WHEN PROCESSING
SPECIAL CATEGORY AND CRIMINAL OFFENCE DATA UNDER CERTAIN
SPECIFIED CONDITIONS.

IN ORDER TO OPERATE EFFECTIVELY, HILDERTHORPE PRIMARY SCHOOL HAS
TO PROCESS PERSONAL INFORMATION WHICH IS LISTED IN SCHEDULE | OF
THE DATA PROTECTION ACT 2018. ALMOST ALL OF THE CONDITIONS IN
SCHEDULE | OF THE DATA PROTECTION ACT 2018 REQUIRE AN
APPROPRIATE POLICY DOCUMENT IN PLACE.

THE HILDERTHORPE PRIMARY SCHOOL IS COMMITTED TO DEMONSTRATING
THAT ITS PROCESSING OF SCHEDULE | CONDITIONS IS COMPLIANT WITH
THE REQUIREMENTS OF THE UK GENERAL DATA PROTECTION REGULATION
(UK GDPR) ARTICLE 5 PRINCIPLES. THIS APPROPRIATE POLICY DOCUMENT
THEREFORE COMPLEMENTS THE SCHOOL’S RECORD OF PROCESSING UNDER
ARTICLE 30 OF THE UK GDPR AND PROVIDES SPECIAL CATEGORY AND
CRIMINAL OFFENCE DATA WITH FURTHER PROTECTION AND
ACCOUNTABILITY.

DESCRIPTION OF PROCESSING WHICH REQUIRES AN
APPROPRIATE POLICY DOCUMENT

SCHEDULE |, PART | - CONDITIONS RELATING TO EMPLOYMENT,
SOCIAL SECURITY AND SOCIAL PROTECTION.
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EMPLOYMENT, SOCIAL SECURITY AND SOCIAL PROTECTION

@ PROCESSING PERSONAL DATA CONCERNING HEALTH IN CONNECTION
WITH OUR RIGHTS UNDER EMPLOYMENT LAW.

@ PROCESSING DATA RELATING TO CRIMINAL CONVICTIONS UNDER
ARTICLE 10 UK GDPR IN CONNECTION WITH OUR RIGHTS UNDER
EMPLOYMENT LAW IN CONNECTION WITH RECRUITMENT, DISCIPLINE
OR DISMISSAL.

SCHEDULE I, PART 2 - SUBSTANTIAL PUBLIC INTEREST
CONDITIONS

STATUTORY ETC. AND GOVERNMENT PURPOSES

@ FULFILLING THE SCHOOL'S OBLIGATIONS UNDER UK LEGISLATION FOR
THE PROVISION OF EDUCATION TO SCHOOL AGED CHILDREN WITHIN
THE EAST RIDING.

@ COMPLYING WITH OTHER LEGAL REQUIREMENTS, SUCH AS THE
REQUIREMENT TO DISCLOSE INFORMATION IN CONNECTION WITH
LEGAL PROCEEDINGS.

@ WE MAY ALSO PROCESS CRIMINAL OFFENCE DATA UNDER THIS
CONDITION.

EQUALITY OF OPPORTUNITY OR TREATMENT

@ ENSURING COMPLIANCE WITH THE SCHOOL'S OBLIGATIONS UNDER
LEGISLATION SUCH AS THE EQUALITY ACT 2010.

@ ENSURING THAT WE FULFIL OUR PUBLIC SECTOR EQUALITY DUTY WHEN
CARRYING OUT OUR WORK.

@ ENSURING WE PROVIDE EQUAL ACCESS TO OUR SERVICES, TO ALL PUPILS
IN RECOGNITION OF OUR LEGAL AND ETHICAL DUTY TO REPRESENT
AND SERVE PUPILS.

PREVENTING OR DETECTING UNLAWFUL ACTS

@ PROCESSING DATA CONCERNING CRIMINAL RECORDS IN CONNECTION
WITH EMPLOYMENT IN ORDER TO REDUCE THE RISK TO THE SCHOOL
AND SAFEGUARD PUPILS AND THE WIDER COMMUNITY.

@ DISCLOSING DATA TO SUPPORT THE PREVENTION OR DETECTION OF
UNLAWFUL ACTS
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PROTECTING THE PUBLIC AGAINST DISHONESTY ETC.

@ PROCESSING DATA CONCERNING DISHONESTY, MALPRACTICE OR
OTHER IMPROPER CONDUCT IN ORDER TO SAFEGUARD AND PROTECT
PUPILS AND THE WIDER COMMUNITY.

@ CARRYING OUT INVESTIGATIONS AND DISCIPLINARY ACTIONS
RELATING TO OUR EMPLOYEES.

@ REGULATORY REQUIREMENTS RELATING TO UNLAWFUL ACTS AND
DISHONESTY ETC.

@ ASSISTING OTHER AGENCIES IN CONNECTION WITH THEIR REGULATORY
REQUIREMENTS.

SUPPORT FOR INDIVIDUALS WITH A PARTICULAR DISABILITY OR MEDICAL
CONDITION

@ TO PROVIDE SERVICES OR RAISE AWARENESS OF A DISABILITY OR
MEDICAL CONDITION IN ORDER TO DELIVER SERVICES TO INDIVIDUALS.

COUNSELLING

@ FOR THE PROVISION OF CONFIDENTIAL COUNSELLING, ADVICE OR
SUPPORT OR OF ANOTHER SIMILAR SERVICE PROVIDED CONFIDENTIALLY.

SAFEGUARDING OF CHILDREN AND INDIVIDUALS AT RISK

@ PROTECTING VULNERABLE CHILDREN AND YOUNG PEOPLE FROM
NEGLECT, PHYSICAL, MENTAL OR EMOTIONAL HARM.

@ IDENTIFYING INDIVIDUALS AT RISK WHILE ATTENDING EMERGENCY
INCIDENTS.

@ OBTAINING FURTHER SUPPORT FOR CHILDREN AND INDIVIDUALS AT
RISK BY SHARING INFORMATION WITH RELEVANT AGENCIES.

INSURANCE
@ INFORMATION THAT IS NECESSARY FOR INSURANCE PURPOSES.

OCCUPATIONAL PENSIONS

@ FULFILLING THE SCHOOL'S OBLIGATION TO PROVIDE AN
OCCUPATIONAL PENSION SCHEME.

SCHEDULE |, PART 3 - ADDITIONAL CONDITIONS RELATING TO
CRIMINAL CONVICTIONS, ETC.
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@ THE SCHOOL MAY PROCESS PERSONAL DATA RELATING TO CRIMINAL
CONVICTIONS IN CONNECTION WITH ITS SERVICE OBLIGATIONS OR AS
PART OF RECRUITMENT AND EMPLOYMENT CHECKS TO SAFEGUARD
AND PROTECT PUPILS AND THE WIDER COMMUNITY AGAINST
DISHONESTY.

DATA PROTECTION PRINCIPLES

ARTICLE 5 OF THE UK GDPR STATES THAT PERSONAL DATA SHALL BE:
@ PROCESSED LAWFULLY, FAIRLY AND TRANSPARENTLY

@ COLLECTED FOR SPECIFIC AND LEGITIMATE PURPOSES AND PROCESSED
IN ACCORDANCE WITH THOSE PURPOSES

@ ADEQUATE, RELEVANT AND LIMITED TO WHAT IS NECESSARY FOR THE
STATED PURPOSES

@ ACCURATE AND, WHERE NECESSARY, KEPT UP-TO-DATE
@ RETAINED FOR NO LONGER THAN NECESSARY, AND
@ KEPT SECURE

IN ADDITION, ARTICLE 5 REQUIRES THAT THE DATA CONTROLLER SHALL BE
RESPONSIBLE FOR, AND ABLE TO DEMONSTRATE COMPLIANCE WITH, THESE
PRINCIPLES (THE ACCOUNTABILITY PRINCIPLE).

PROCESSED LAWFULLY, FAIRLY AND TRANSPARENTLY

@ THE SCHOOL PROVIDES CLEAR AND TRANSPARENT INFORMATION
ABOUT WHY WE PROCESS PERSONAL DATA INCLUDING OUR LAWFUL
BASIS FOR PROCESSING IN OUR PRIVACY NOTICES AND POLICY
DOCUMENTS.

@ OUR PROCESSING FOR PURPOSES OF SUBSTANTIAL PUBLIC INTEREST ARE
NECESSARY TO EXERCISE OUR FUNCTIONS WHICH ARE OUTLINED IN
LEGISLATION.

@ OUR PROCESSING FOR THE PURPOSES OF EMPLOYMENT RELATES TO OUR
OBLIGATIONS AS AN EMPLOYER.

@ WE ALSO PROCESS SPECIAL CATEGORY PERSONAL DATA TO COMPLY
WITH OTHER OBLIGATIONS IMPOSED ON THE SCHOOL IN ITS CAPACITY
AS AN EDUCATIONAL INSTITUTE E.G. THE EQUALITY ACT.
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@ THE SENIOR LEADERSHIP TEAM AND GOVERNORS OVERSEES POLICY
WORK AND MONITORS COMPLIANCE IN ALL AREAS OF INFORMATION
GOVERNANCE, AS OUTLINED IN ITS TERMS OF REFERENCE.

@ WE CARRY OUT DATA PROTECTION IMPACT ASSESSMENTS TO ENSURE
PROCESSING IS FAIR AND LAWFUL.

COLLECTED FOR SPECIFIC, EXPLICIT AND LEGITIMATE PURPOSES

@ WE PROCESS PERSONAL DATA FOR PURPOSES OF SUBSTANTIAL PUBLIC
INTEREST AS EXPLAINED ABOVE WHEN THE PROCESSING IS NECESSARY
FOR US TO FULFIL OUR STATUTORY FUNCTIONS, WHERE IT IS NECESSARY
FOR COMPLYING WITH OR ASSISTING ANOTHER TO COMPLY WITH A
REGULATORY REQUIREMENT, TO ESTABLISH WHETHER AN UNLAWFUL
OR IMPROPER CONDUCT HAS OCCURRED, TO PROTECT THE PUBLIC
FROM DISHONESTY, PREVENTING OR DETECTING UNLAWFUL ACTS OR
FOR DISCLOSURE TO ELECTED REPRESENTATIVES.

@ WE ARE AUTHORISED BY LAW TO PROCESS PERSONAL DATA FOR THE
PURPOSES OUTLINED ABOVE.

@ WE PROCESS PERSONAL DATA ONLY WHEN IT IS NECESSARY AND
PROPORTIONATE.

@ IF WE ARE SHARING DATA WITH ANOTHER CONTROLLER, WE WILL
DOCUMENT THAT THEY ARE AUTHORISED BY LAW TO PROCESS THE
DATA FOR THEIR PURPOSE. WE IMPLEMENT DATA SHARING AGREEMENTS
USING THE HUMBER INFORMATION SHARING CHARTER.

@ WE WILL NOT PROCESS PERSONAL DATA FOR PURPOSES INCOMPATIBLE
WITH THE ORIGINAL PURPOSE IT WAS COLLECTED FOR. IF WE DO USE
PERSONAL DATA FOR A NEW PURPOSE THAT IS COMPATIBLE, WE WILL
INFORM THE DATA SUBJECT FIRST.

ADEQUATE, RELEVANT AND LIMITED TO WHAT IS NECESSARY FOR
PROCESSING

@ WE COLLECT PERSONAL DATA NECESSARY FOR THE RELEVANT PURPOSES
AND ENSURE IT IS NOT EXCESSIVE.

@ THE INFORMATION WE PROCESS IS NECESSARY FOR AND
PROPORTIONATE TO OUR PURPOSES. WHERE PERSONAL DATA IS
PROVIDED TO US OR OBTAINED BY US, BUT IS NOT RELEVANT TO OUR
STATED PURPOSES, WE WILL ERASE IT.
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ACCURATE AND KEPT UP TO DATE WITH EVERY EFFORT TO ERASE
OR RECTIFY WITHOUT DELAY

@ WHERE WE BECOME AWARE THAT PERSONAL DATA IS INACCURATE OR
OUT OF DATE, HAVING REGARD TO THE PURPOSE FOR WHICH IT IS BEING
PROCESSED, WE WILL TAKE EVERY REASONABLE STEP TO ENSURE THAT
DATA IS ERASED OR RECTIFIED WITHOUT DELAY. THE SCHOOL HAS
PROCESSES IN PLACE TO HELP PEOPLE DO THIS.

@ IF WE DECIDE NOT TO EITHER ERASE OR RECTIFY IT, FOR EXAMPLE
BECAUSE THE LAWFUL BASIS WE RELY ON TO PROCESS THE DATA MEANS
THESE RIGHTS DON'T APPLY, WE WILL DOCUMENT OUR DECISION.

KEPT IN A FORM SUCH THAT THE DATA SUBJECT CAN BE
IDENTIFIED ONLY AS LONG AS IS NECESSARY FOR PROCESSING.

@ ALL DATA PROCESSED BY THE SCHOOL, UNLESS RETAINED LONGER FOR
ARCHIVING PURPOSES, WILL BE RETAINED FOR THE PERIODS SET OUT IN
OUR RETENTION SCHEDULES. THE REQUIREMENT FOR RETENTION
SCHEDULES IS OUTLINED IN OUR RECORDS MANAGEMENT AND DATA
QUALITY POLICY.

@ WE DETERMINE THE RETENTION PERIOD FOR THIS DATA BASED ON OUR
LEGAL OBLIGATIONS AND THE NECESSITY OF ITS RETENTION FOR OUR
BUSINESS NEEDS.

@ OUR RETENTION SCHEDULE IS REVIEWED REGULARLY AND UPDATED
WHEN NECESSARY.

@ WE ANONYMISE DATA WHEN POSSIBLE AND THIS IS COVERED IN OUR
TRAINING PROGRAM.

PROCESSED IN A MANNER THAT ENSURES THE APPROPRIATE
SECURITY

@ THE SCHOOL WILL CARRY OUT RISK ASSESSMENTS TAKING INTO
ACCOUNT STATE OF THE ART TECHNICAL MEASURES, THE COSTS OF
IMPLEMENTATION AND THE RISK/LIKELIHOOD TO INDIVIDUALS IF A
SECURITY BREACH OCCURS AND THE EFFECT OF ANY SECURITY BREACH
ON THE SCHOOL ITSELF.

PAGE 6 OF 8



Hilderthorpe

PRIMARY SCHOOL

Aiming High ~ Reaching Higher

@ BOTH THE SCHOOL AND ITS PROCESSORS SHALL IMPLEMENT
APPROPRIATE TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE
A LEVEL OF SECURITY APPROPRIATE TO THE RISK.

@ WHEN ASSESSING APPROPRIATE ORGANISATIONAL AND TECHNICAL
MEASURES, THE SCHOOL BUSINESS MANAGER, HEAD TEACHER AND THE
DPO WILL CONSULT WITH OTHER RELEVANT SERVICES, SUCH AS ICT,
HUMAN RESOURCES AND AUDIT.

@ OUR SENIOR LEADERSHIP TEAM AND GOVERNORS MEET REGULARLY TO
ENSURE SUITABLE INFORMATION SECURITY GOVERNANCE IS DEPLOYED
THROUGHOUT THE SCHOOL.

@ EMPLOYEES WORKING WITHIN THE SCHOOL ARE TO UNDERTAKE A
DISCLOSURE AND BARRING SERVICE (DBS) CHECK.

@ ALL OF OUR STAFF ARE TRAINED IN DATA PROTECTION MATTERS AND
OUR CONTRACTS INCLUDE CONFIDENTIALITY CLAUSES.

@ TECHNICAL SECURITY CONTROLS SUCH AS ENCRYPTION ARE EMPLOYED
TO SECURE SENSITIVE INFORMATION WITHIN SYSTEMS.

@ ROLE-BASED ACCESS CONTROLS ARE IMPLEMENTED TO RESTRICT ACCESS
TO SENSITIVE DATA.

@ WHERE POSSIBLE, ANONYMISATION OR PSEUDONYMISATION ARE USED
TO REDUCE THE RISK OF SENSITIVE DATA BEING COMPROMISED.

ACCOUNTABILITY PRINCIPLE

THE APPOINTMENT OF A DATA PROTECTION OFFICER.

TAKING A ‘DATA PROTECTION BY DESIGN AND DEFAULT’ APPROACH TO
OUR ACTIVITIES.

MAINTAINING DOCUMENTATION OF OUR PROCESSING ACTIVITIES.

WE HAVE WRITTEN CONTRACTS IN PLACE WITH OUR DATA
PROCESSORS.

IMPLEMENTING APPROPRIATE SECURITY MEASURES IN RELATION TO THE
PERSONAL DATA WE PROCESS.

CARRYING OUT DATA PROTECTION IMPACT ASSESSMENTS FOR OUR
HIGH RISK PROCESSING.

REGULARLY REVIEWING OUR ACCOUNTABILITY MEASURES AND UPDATE
OR AMEND THEM WHEN REQUIRED.
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@ THE SENIOR LEADERSHIP TEAM AND GOVERNORS ARE RESPONSIBLE FOR
ENSURING THAT THE SCHOOL IS COMPLIANT WITH INFORMATION
GOVERNANCE DUTIES.

@ ALL STAFF ARE ROUTINELY TRAINED IN KEY AREAS, INCLUDING DATA
PROTECTION.

ADDITIONAL SPECIAL CATEGORY PROCESSING

THE SCHOOL PROCESSES SPECIAL CATEGORY PERSONAL DATA IN OTHER
INSTANCES WHERE IT IS NOT A REQUIREMENT TO KEEP AN APPROPRIATE
POLICY DOCUMENT. OUR PROCESSING OF SUCH DATA RESPECTS THE
RIGHTS AND INTERESTS OF THE DATA SUBJECTS. WE PROVIDE CLEAR AND
TRANSPARENT INFORMATION ABOUT WHY WE PROCESS PERSONAL DATA
INCLUDING OUR LAWFUL BASIS FOR PROCESSING IN OUR PRIVACY
NOTICES.

EVALUATION

THE APPROPRIATE POLICY DOCUMENT WILL BE SUBJECT TO AN ANNUAL
REVIEW TO ENSURE THAT IT MATCHES SERVICE DELIVERY AND THE
INFORMATION BEING PROCESSED BY THE SCHOOL.

REFERENCES

DATA PROTECTION POLICY

DATA PROTECTION ACT 2018

GENERAL DATA PROTECTION REGULATION

CRIME DIRECTIVE

DATA PROTECTION, PRIVACY AND ELECTRONIC COMMUNICATIONS
REGULATIONS 2019
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